













































attacks	 on	 the	 United	 States,	 security	 everywhere	 has	 heightened	 from	 airports	 to	
communication	 among	 the	 military	 branches	 legionnaires.	 With	 advanced	 persistent	
threats	 (APT’s)	 on	 the	 rise	 following	 Stuxnet,	 government	 branches	 and	 agencies	 are	
required,	more	 than	ever,	 to	 follow	several	 standards,	policies	 and	procedures	 to	 reduce	
the	 likelihood	 of	 a	 breach.	 Attack	 vectors	 today	 are	 very	 advanced	 and	 are	 going	 to	
continue	to	get	more	and	more	advanced	as	security	controls	advance.	This	creates	a	need	
for	 networks	 and	 systems	 to	 be	 in	 an	 updated,	 patched	 and	 secured	 state	 in	 a	 launch	





there	 is	still	 competition	between	the	different	space	programs.	With	 that	 in	mind,	NASA	
might	get	attacked	and	breached	for	various	reasons	such	as	espionage	or	sabotage.		
My	project	will	 provide	 a	way	 for	NASA	 to	 complete	 an	 in	house	penetration	 test	
which	includes:	asset	discovery,	vulnerability	scans,	exploit	vulnerabilities	and	also	provide	
forensic	 information	 to	 harden	 systems.	 	 Completing	 penetration	 testing	 is	 a	 part	 of	 the	
compliance	 requirements	 of	 the	 Federal	 Information	 Security	 Act	 (FISMA),	 NASA	 NPR	












	 I	was	given	 the	 task	 to	conduct	a	 scaled	penetration	 test	on	a	 sandboxed	 test	bed	
network	of	multiple	computers	with	various	operating	systems.	The	goal	of	this	test	was	to	
show	 proof	 of	 concept	 that	 a	 penetration	 test	 can	 be	 carried	 out	 by	 using	 low	 cost	
embedded	devices	and	open	source	software.	In	the	near	future,	a	penetration	test	will	be	
conducted	by	an	outside	entity	and	 the	results	of	both	 tests	will	be	compared.	The	 three	




	 To	 perform	 this	 scaled	 penetration	 test	 I	 used	 a	 number	 of	 devices	 and	 tools.	 An	
embedded	device,	which	is	a	computer	system	with	a	dedicated	function,	was	used	to	run	
the	 open	 source	 penetration	 testing	 operating	 system.	 The	 open	 source	 penetration	
operating	 system	 came	 with	 a	 variety	 of	 penetration	 testing	 tools	 already	 installed.	 I	
conducted	extensive	 research	on	various	open	 source	 tools	 that	enabled	me	 to	 complete	










I	made	 sure	 that	 all	 of	 the	 tools’	 dependencies	were	 installed	 so	 that	 the	 tools	 could	 be	








During	 the	asset	discovery	phase,	 I	 ran	multiple	programs	and	discovery	 scans	 to	
gain	 as	much	 information	 as	 possible	 about	 the	 assets	 on	 the	 test	 bed	 network.	 During	
these	scans,	 I	 found	out	whether	an	asset	was	up	and	running,	 the	 internet	protocol	 (IP)	
address,	which	OS	the	system	was	running,	which	ports	were	open,	the	SSH	host	key	and	





































	 The	 next	 phases	 of	 the	 penetration	 test,	 vulnerability	 discovery	 and	 exploitation,	
were	 performed	 in	 concurrence	with	 one	 another.	 This	was	 possible	 because	 one	 of	 the	
open	 source	 tools	 was	 comprised	 of	 other	 open	 source	 tools	 that	 had	 vulnerability	
discovery	 and	 exploitation	 capabilities.	 This	 program	 had	 the	 capability	 of	 performing	











see	 if	 I	 could	 find	 information	 that	 allowed	me	 to	 correctly	 identify	 the	 right	 operating	













	 After	 the	 system	was	 changed,	 I	 delivered	 the	 exploitations	 found	 to	 compromise	
the	systems.	This	tool	found	thirteen	exploits	for	the	machines	on	the	network,	twelve	for	
two	of	 the	open	source	machines	and	one	 for	 the	commercial	machine.	 I	was	not	able	 to	






















Currently,	 I	 am	 completing	 my	 master’s	 degree	 in	 cybersecurity	 at	 UMBC.	 The	
program	 that	 I	 am	 enrolled	 in	 is	 geared	more	 towards	 government	 IT	 security,	 law	 and	
policies.	 Fortunately	 for	me,	 this	 internship	 has	 a	 direct	 correlation	with	what	 I	 learned	
before	coming	to	Kennedy	Space	Center	and	what	I	will	build	on	further	when	I	leave.		This	
experience	was	 great	 and	 I	will	 definitely	 take	 this	 experience	 and	 everything	 I	 learned	
while	at	KSC	with	me	in	my	future.		





gaining	real	world	IT	security	experience.	 In	graduate	school,	 I	 learned	about:	mitigation,	
risk	 analysis,	 policy	making,	 business	 continuity	 plans,	 disaster	 recovery	 plans,	 network	


















analysis	 and	 assessment,	 analyzed	 security	 issues	 using	 risk	 automation	 software,	 and	
completed	 a	 penetration	 device	 testing	 and	 assessment.	 Also,	 I	 gained	 valuable	 non‐
technical	skills	dealing	with	budget	requirements	and	making	decisions	for	products	 that	
satisfies	the	most	security	requirements.	Over	the	four	semesters	I	have	been	involved	in	
many	different	facets	of	IT	security.	This	experience	is	the	highlight	of	my	career	so	far.	 I	
am	extremely	excited	to	hopefully	return	to	KSC	in	the	future,	to	get	new	relevant	projects	
and	expand	my	experience	and	knowledge.		
	
	
	
	
	
	
	
	
			
	
	
	
	
